Managing Auto Theft Risks for Fleet
Vehicles: Strategies to Protect and
Secure Your Fleet

ne cold morning early this spring, Sarah, a fleet
O manager for a large municipality, received a call

that three of her fleet vehicles had been stolen
overnight. Panic set in as she realized the impact this
would have on the municipality — delayed services,
frustrated residents, and a significant financial loss.
Sarah isn’t alone. Vehicle theft is on the rise, with
increases of about 50% in Ontario and Quebec, and
35% in Atlantic Canada between 2021 and 2023
(Public Safety Canada. 2024). The Insurance Bureau
of Canada estimated that in 2022, a record $1.2 billion
in theft claims were paid out. Auto theft has become
a front-burner issue for Ottawa. On May 20" 2024,
the federal government unveiled a new nationwide
action plan that tackles the overwhelming increase
in auto theft across the country. We should note that
the promised enhanced legislation has not yet been
passed through Parliament yet. Regardless, as vehicle
owners, and fleet operators, several strategies have
demonstrated efficacy in preventing auto theft and
avoiding a situation like Sarah’s.

Risk Management Centre of Excellence®

Be Aware of the Risk and Make Staff Vigilant

Raising awareness among your team about the risks of
vehicle theft is a crucial first step in preventing it. Educate
staff on the importance of being vigilant and taking
preventive measures.

Stay Informed About Auto Theft Trends: Keep informed
about the latest trends and patterns in vehicle theft in the
area. For example, thieves often target certain makes
and models of cars due to features such as keyless
entry systems, which can be exploited. Another example
is catalytic converter theft. Catalytic converter theft has
been on the rise due to the valuable metals they contain.
Thieves can quickly remove these parts from the underside
of vehicles, causing significant financial loss and vehicle
downtime. Regularly review reports and updates from local
law enforcement agencies and insurance companies. Share
this information with the team to ensure they are aware of
the risks and the specific tactics thieves are using.
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Park in Populated, Well-Lit Spaces: Municipal lots and
depots should be well-lit. If staff are not parking in municipal
lots — encourage the drivers and operators to park in
designated areas that are busy and well-lit; doing so can not
only deter thieves but can enable available CCTV footage
to document criminal activity. CCTV cameras do not work
well in low light.

Do Not Leave Valuables in Sight: Remind staff not to
leave any valuable items inside the vehicles. Thieves are
more likely to target vehicles that seem to have something
worth stealing. You may wish to implement a “no valuables
in vehicle” policy and post stickers on your fleet vehicles to
discourage thieves. If you are going to introduce the policy,
it should be well thought-out and rolled out to all potential
operators and drivers. This is especially true in work
vehicles which contain expensive tools and equipment.
These vehicles should be parked in an enclosed and fully
locked yard or garage with security in place.

Secure Vehicles: Ensure vehicles are locked and always
secured. This can be challenging for diesel vehicles and
larger transport trucks — especially in hot weather. Create a
policy and practice for drivers to understand the importance
of vehicle security. This can include a walk-around check of
vans and trucks to ensure they are fully secured before the
driver leaves the vehicle. If such a policy is implemented, is
management able to check to ensure it is being practiced?

Please take the time to review Coping with Fleet Facility
Risk on our Risk Management Centre of Excellence.

Use Technology

Leveraging technology can significantly reduce the risk
of auto theft. Various tech solutions can be employed to
protect fleet vehicles.

Tracking Technology: Install GPS tracking devices in fleet
vehicles. This technology not only aids in the recovery of
stolen vehicles but also acts as a deterrent to potential
thieves.

RFID Sleeve for Key fobs: Provide RFID sleeves for
electronic vehicle keys to prevent signal amplification
attacks. Here are some common methods thieves use to
gain access to vehicles:

* Keyless Car Theft via CAN Injection and Relay
Theft: Thieves use electronic devices to intercept
and amplify the faint messages that cars send over
the Controller Area Network (CAN) or the signals from

key fobs. By amplifying these messages, thieves can
manipulate the car’s systems, such as unlocking
doors or starting the engine, without touching the key.
Relay theft specifically involves using relay boxes
to capture and boost signals from key fobs through
walls or windows, tricking the car into thinking the key
is nearby.

« Transponder Device Attacks: Without a signal-
blocker shield (RFID blocker), thieves can use a
transponder device to capture the keyless entry code
as it's sent from the fob to the car. This allows them
to open the car door, start the engine, and drive away
without triggering the alarm.

+ Code Grabbers: Thieves may use a device to copy
the signal sent when the remote key button is used
to lock the vehicle. They can then unlock the vehicle
after the owner walks away.

Encourage the use of RFID sleeves among staff, especially
those who park municipal vehicles at their own homes and
stress the importance of these preventive measures.

Make it Known That Your Fleet is Protected

Prevention is a powerful tool in the fight against auto
theft. Making it clear that your vehicles are protected can
discourage thieves from targeting them.

Tagging Technology: There are several recognized anti-
theft device providers, including Tag, KYCS Locate, and
Domino. These providers offer technology that marks
vehicles with visible deterrents, such as small etchings on
the driver and passenger side windows, to deter thieves
and indicate that the car is protected. Encouraging fleet
managers to install these devices can help reduce the risk
of theft.

Visible Security Measures: Use stickers or decals to
indicate that your vehicles are equipped with tracking
devices and are regularly monitored. Thieves are less
likely to target vehicles that they know are being watched.
Additionally, consider using steering wheel locks, which
provide a physical and visible deterrent. The presence of a
steering wheel lock can significantly reduce the likelihood of
theft as it indicates an added layer of security that thieves
would need to bypass.

Conclusion

Vehicle theft is a growing concern, but by taking proactive
steps, you can significantly reduce the risk to your fleet.
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Raising awareness, utilizing technology, and making it clear
that your vehicles are protected are essential strategies.

The impact of a stolen fleet vehicle can be costly. The costs
caninclude loss of equipment, and application of deductibles,
additionally, even if a stolen vehicle is recovered, there are
costs associated with the degradation of the vehicle, such
as detailing and repairs.

One last thing to consider is that accident benefits could
attach to a stolen vehicle. If a thief gets injured and is not
registered to any policy, their claim could attach to the policy
of the stolen vehicle, although rare, this is an impact of theft.
This is something we never want.

Don’t wait for an unfortunate event like Sarah’s to prompt
action. Ensure the fleet remains secure and operations
continue smoothly by staying informed, taking preventive
measures, and maintaining appropriate insurance coverage.

Implementing the recommendations above, such as
leveraging advanced security technologies, raising
awareness, and maintaining visible security measures,
could potentially make a fleet eligible for funding under the
Contribution Program to Combat Serious and Organized
Crime (CPCSOC). This program supports projects that
enhance efforts to combat serious and organized crime.
Taking these proactive steps aligns with the program's
objectives of increasing public awareness, improving
enforcement approaches, and fostering safer communities.
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