Policies & Procedures:
Creating Artificial Intelligence (Al)

Use Policy

1. Purpose
The purpose of the policy is:

a. Provide clear guidelines for the responsible use of
artificial intelligence (Al) in the workplace, covering
both Generative Al (GAIl) and Algorithmic Al (AAl)
tools, as outlined in Section 3.

b. Ensure that Al technology is utilized to improve
productivity, and efficiency, while adhering to relevant
legal requirements and safeguarding privacy,
confidentiality, and data security.

2. Scope

This policy applies to all employees within who are
involved in the interaction, development, or implementation
of Al tools. It covers all Al technologies, including but not
limited to, machine learning, natural language processing,
and computer vision, ensuring their use aligns with
departmental objectives and risk mitigation strategies.

3. Definitions

Al (artificial intelligence): a branch of computer science
that creates machines to simulate human intelligence in
ways that enable them to learn, reason and self-correct.
The most common Al tools are:

» ChatGPT: (CHAT Generative Pretrained Transformer)
— A Generative Al-powered chatbot from the OpenAl
research company that simulates a human speaking
English and other languages. ChatGPT is used to
generate a response when asked questions about
any topic. It is also used for writing or fine-tuning
letters, emails, or other documents; writing and
troubleshooting program code; composing music;
producing short essays or articles; and much more.
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« Co-Pilot: is an Al tool that incorporates a limited
version of OpenAl's ChatGPT into Microsoft Bing
and Edge — Co-pilot can also be available throughout
Microsoft office applications.

- Gemini: is Google’s advanced artificial intelligence
(Al) model, developed by Google DeepMind, designed
to enhance user productivity and creativity across
various applications. It is a multimodal large language
model capable of processing and generating text,
images, audio, video, and code.

* DALL-E:is aseries of Al models developed by OpenAl
that generate images from textual descriptions.

Data: information collected and stored, whether locally or
by a third party, which is used by the Al technology for the
purpose of training, validation, testing, or generating output.

Confidential Information: any non-public data or materials,
in any form, designated as sensitive or proprietary by the
organization. (Please see Appendix A for more detail).
This includes:

* Personal Data: Information about employees, clients,
or third parties, such as contact details, identification
numbers. In Canada, the Personal Information
Protection and Electronic Documents Act (PIPEDA)
governs the collection, use, and disclosure of personal
information in the private sector.

* Financial records: Internal financial statements,
budgets, and other fiscal documents that are not
publicly disclosed.

* Business strategies and proprietary processes:
Unique operational methods that provide a competitive
advantage.

[intact ] 2k,


https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda_brief/

» Client Lists and Contracts: Detailed information about
clients, including contracts and agreements that are
not publicly available.

“Exercise judgement” and “use caution”: means that
Users must examine the specifics of the situation very
carefully and consider alternative ways of accomplishing
the same objective that may have a lower risk potential.

GenAl (generative artificial intelligence): a subset of Al
that learns from data and uses that knowledge to generate
new original content that is “humanlike” including text,
images and music. Examples are ChatGPT; online chatbots;
images and content generated from text prompts; virtual
software assistants

Personal Information: under PIPEDA, personal information
includes any factual or subjective information, recorded
or not, about an identifiable individual. This includes
information in any form, such as:

* age, name, ID numbers, income, ethnic origin, or
blood type

+ opinions, evaluations, comments, social status, or
disciplinary actions

- employee files, credit records, loan records, medical
records, existence of a dispute between a consumer
and a merchant, intentions (for example, to acquire
goods or services, or change jobs)

Training data: data provided to the Al technology for the
purpose of enabling it to learn patterns and independently
develop decision making algorithms.

4. Examples

Jim, a municipal employee, was tasked with preparing
a PowerPoint presentation on the claims his city has
encountered, and he was to present this to the city council.
Pressed for time, Jim decided to use artificial intelligence.
He uploaded all the claims data into a generative Al
program, requesting it to turn the information into a
polished PowerPoint presentation. The Al model performed
flawlessly, generating a comprehensive and professional
presentation. Jim was thrilled—he had saved himself hours
of work with just a few clicks.

What seemed like a quick and efficient solution carried
significant risks. By uploading confidential claims data onto
an unlicensed third-party Al platform, Jim inadvertently
exposed sensitive municipal information to potential
breaches of privacy. Without proper safeguards in place,
the data could be stored, accessed, or even shared by
unauthorized parties, leading to serious legal and ethical
consequences. The municipality could face data breaches,
loss of public trust, and potential violations of privacy laws,
all stemming from a single act of convenience.

However, Jim could have leveraged Al’s efficiency without
compromising the municipality’s data. For example, he could
have used Al to refine jot notes into polished sentences.
To safeguard the data, it is crucial that Jim removes any
identifying information as well as confidential information
before inputting it into the Al system.

This example underscores the critical importance of having
a well-defined Al policy in the workplace. As Al tools become
more integrated into daily operations, organizations must
establish clear guidelines and protocols to ensure that the
use of these technologies is secure, compliant with legal
standards, and aligned with ethical principles. Employees
must exercise judgment and use caution when utilizing Al
to avoid potential risks. An Al policy not only protects the
organization but also educates employees on responsible Al
usage, helping to prevent incidents like Jim’s from occurring
and safeguarding the municipality’s reputation and integrity.

5. Bias and Discrimination

It should be noted that Al technologies can produce biased
or discriminatory results; therefore, Al should not be used for
decision-making activities that involve selecting or narrowing
down options, such as evaluating potential employees for
hiring or promotion, reviewing vendor proposals, assessing
potential vendors for risk management services, or other
critical decisions where exclusion or bias could impact
outcomes.

Instead, Al should be treated as a tool for gathering
information or refining language—Ilike how you might use
a Google or Bing search. It can assist in crafting verbiage
for emails, or documents, but the final decision must always
rest with a human being.
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6. Ethical Use

Each employee is responsible for using Al tools in a way that
safeguards sensitive information and aligns with relevant
policies and including but not limited to policies such as:

« Data Governance Policies

» Technology, Social Media and Intellectual Property
Policies

Compliance with data privacy and security standards
at both the federal and provincial levels is critical. Key
regulations include The Personal Information Protection
and Electronic Documents Act (PIPEDA) and Bill 194
Strengthening Cyber Security and Building Trust in the
Public Sector Act, 2024 (Ontario).

Furthermore, compliance must extend to human rights and
anti-discrimination laws, such as the Canadian Human
Rights Act, which governs discriminatory practices. This
includes addressing risks of biased outputs and decisions
produced by Al systems to ensure equitable and lawful
outcomes across all organizational activities.

7. Al Governance and Oversight

Clear accountability for Al oversight is essential to ensure
responsible implementation and use. Organizations should
designate a team or individual responsible for:

* Monitoring Al system performance and compliance

» Overseeing data security and ethical considerations

* Managing Al-related risks and incident response

* Providing ongoing training and guidance for
employees

Assigning who will oversee Al oversight is essential
to ensure Al is used responsibly and in line with your
organization’s values. This role could sit with teams like
IT, HR, Risk Management, or Compliance/Governance,
groups that already focus on risk, policy, and how things
work across the organization. Some municipalities may also
benefit from creating a cross-functional team that brings
different perspectives together to guide Al use in a way
that’s thoughtful and consistent.

Acknowledgment

| acknowledge that | have received, have been given the
opportunity to read, and will comply with {Insert organization
name here} Artificial Intelligence (Al) Policy. | understand
that failure to comply with the Policy may result in disciplinary
action.

Print Name

Signature

Date
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Appendices
Appendix A: Transparency/Acknowledgement of Use
Acknowledgement of Use

This Acknowledgement of Use Guideline is From Wilfrid Laurier University (Transparency for Generative Artificial
Intelligence (Al) | Wilfrid Laurier University (wlu.ca

Acknowledge the use of generative Al if you have used it in the process of completing your work.

Some examples of when to acknowledge the use of generative Al:

*  When it was used to generate the foundational idea of a document.
*  When it was used to generate some or all of the text of a document.
*  When it was used to generate images.

Statement Template

| acknowledge the use of [insert Al system(s) and link] to [specific use of generative artificial intelligence]. The prompts used
include [list of prompts]. The output from these prompts was used to [explain use].

Examples

1. | acknowledge the use of ChatGPT (https://chat.openai.com) to shorten the primary text content of this document. |
entered the following prompts on [insert date]:

[Insert prompt].

The generated content was adapted and modified.

2. | acknowledge the use of Microsoft-Co-Pilot

(https://copilot.cloud.microsoft/?fromcode=bingchat&redirectid=66 C70DE3A8B94812B1526D16030D63A7 &auth=2) to
edit the primary text content of this document. | entered the following prompts on [insert date]:

[Insert prompt].

The generated content was used without modification.

3. | acknowledge the use of DALL-E to (https://chatgpt.com/) to generate the images used in this document. | entered the
following prompt on [insert date]:

[Insert prompt].

The generated content was used without modification.

4. In text example for specific information: (OpenAl, 2024)

Appendix B: Resources
+ The Personal Information Protection and Electronic Documents Act (PIPEDA)
- Bill 194, Strengthening Cyber Security and Building Trust in the Public Sector Act, 2024
- Canadian Artificial Intelligence Safety Institute
- Best Practices for Prompt Engineering
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Appendix C: Revision History

Your organization’s Al policy should be updated regularly to reflect changes in Al risks, regulations, and best practices. The
table below tracks key revisions and their purpose. Reviewing updates ensures policies remain current. IPE can assist with
policy reviews if needed.

Version Comments

While Intact Public Entities Inc. does its best to provide useful general information and guidance on matters of interest to its clients,

statutes, regulations and the common law continually change and evolve, vary from jurisdiction to jurisdiction, and are subject to differing

interpretations and opinions. The information provided by Intact Public Entities Inc. is not intended to replace legal or other professional

advice or services. The information provided by Intact Public Entities Inc. herein is provided “as is” and without any warranty, either express

or implied, as to its fitness, quality, accuracy, applicability or timeliness. Before taking any action, consult an appropriate professional and

satisfy yourself about the fithess, accuracy, applicability or timeliness of any information or opinions contained herein. Intact Public Entities

Inc. assumes no liability whatsoever for any errors or omissions associated with the information provided herein and furthermore assumes

no liability for any decision or action taken in reliance on the information contained in these materials or for any damages, losses, costs hd public
or expenses in a way connected to it. Intact Public Entities Inc. is operated by a wholly owned subsidiary of Intact Financial Corporation. mwct entities
Intact Design® and Risk Management Centre of Excellence® are registered trademark of Intact Financial Corporation or its affiliates. All

other trademarks are properties of their respective owners. TM & © 2025 Intact Public Entities Inc. and its affiliates. All Rights Reserved.
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