resilience

Your Partner in Cyber Resilience

an attack that would cost more than:

B4% @) industry Average $5,000’000 in2023.
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To be successful in today’s digital economy, every 9,

organization must now be Cyber Resilient: balance its risk
acceptance, risk mitigation, and risk transfer so it can assess,
. . . . The graph below shows how likely your organization is to suffer from costly attacks today (blue) and after your Cyt
measure, and manage its cyber risk in an integrated and implemented (green)
economically efficient manner. — urentlosspotental - __ Lesepolena WINCAT 1 curentinsurance i

fully implemented

Loss exceedance curves

In other words, organizations must tear down the walls of :
isolated objectives, status-quo benchmarking, and shiny @
object syndrome that govern cybersecurity and cyber Aﬁi

insurance decisions today.

Probability of exceeding loss

How do you get started? Y —

RANSOMWARE READINESS
The Resilience Solution helps risk, cybersecurity, and financial 23% @) industry verage

leaders drive continuous improvement by connecting SR THRD PARTY RISK
advanced cyber risk visibility and actionable cyber hygiene [—
with accountable cyber insurance. Your risk is our risk.
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The Resilience Solution includes Resilience offers three packages based
five key integrated benefits ° on your cyber risk complexity Q o
Financially-Proven Al Platform e 2
{]é Continuous learning system that creates ESSENTIAL PACKAGE

clarity from cybersecurity visibility -
Comprehensive cyber

insurance connected with
advanced cybersecurity

(Available for Primary and Excess clients)

Quantified Action Plan
Prioritization and context for better

& faster operational decision making L )
s ™
Responsive Polic
8 P roley . EDGE PACKAGE
o) Comprehensive coverage, purpose-built
for the dynamism & complexity of cyber One place to track, translate, ]
N and transfer your cyber risk
Human-in-the-Loop Partnel‘Ship f’ (Available for Primary and Excess clients)
Expert counsel to guide, validate, éj + All Essential Features
and augment your cyber risk team L )
052 Cyber Advocacy Program ENTERPRISE PACKAGE
D Resources to activate an engaged
— community up & down your organization Tailored risk
management for your !
cyber complexity
(Available for Primary and Excess clients)
SCHEDULE A DEMO

+ All Edge Features

Learn more about the Resilience Solution and how
it can help you assess, measure, and manage your
cyber risk by ReachUs@CyberResilience.com

CyberResilience.com



Compare the Resilience Solution Packages

RESILIENCE SOLUTION BENEFITS

€E FINANCIALLY-PROVEN Al PLATFORM
Continuous learning system that creates clarity from cybersecurity visibility

Ongoing external attack surface visibility and dark web exposure analyzing over 180 signals
State-of-the-art probabilistic attack scenarios and quantification models anticipate threat impact
Built-in interactivity to enable secure collaboration and accurate exposure validation

Continuous monitoring Identity Access Management (IAM) for a multi-cloud environment

API-integrated continuous risk assessment for internal & external attack surface

QUANTIFIED ACTION PLAN
Prioritization and context for better and faster operational decision making

State of Your Risk Analysis summarizes and quantifies your comprehensive cyber risk profile
Access to virtual training: How to Build a Defensible Cybersecurity Budget

ROI-prioritized Risk Mitigation Plan to translate cybersecurity controls and threats to financial risk
State of Your Vendor Risk Analysis summarizes the cyber risk profile of up to 15 vendors

Holistic third-party vendor risk assessment for up to 100 vendors

&0 | RESPONSIVE POLICY
CO Comprehensive coverage, purpose-built for the dynamism and complexity of cyber

Streamlined & comprehensive policy that covers costs, loss, and liability

Easy access to policy documents and recommendations via our digital portal
Improved coverage, limits, and retention at mid-term based on ongoing engagement
Hassle-free renewal that bypasses long-form applications

Dynamic risk transfer for your evolving risk posture

(o HUMAN-IN-THE-LOOP PARTNERSHIP
?J Expert counsel to guide, validate, and augment your cyber risk team

Expert-triaged threat alerts personalized and prioritized for individual business attributes
In-house claims & incident management available 24/7

Annual in-depth Table Top Exercise tailored to your organization’s risk operations
Quarterly meetings with industry-leading cybersecurity and cyber risk experts

Industry-first Cyber Risk Modeling Lab for risk scenario and investment planning

0,2 | CYBERADVOCACY PROGRAM
A

&> Resources to activate an engaged community up and down your organization

Best practices and “how to” cyber risk management guides

Incident response and lifecycle management plan for review and validation
Comprehensive cyber risk reporting for executives and board members
Actionable cyber governance standards tailored from cyber risk best practices

Advisory services with industry-leading cybersecurity and risk engineers

CyberResilience.com

ESSENTIAL
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EDGE ENTERPRISE



The Resilience Solution Drives Results

of Resilience Cyber Risk Solution
clients did not experience a cyber
extortion claim in 2022

Trusted Partner to Nation's Leading Organizations

of Resilience Policy holders, or nearly 2x*
the industry average, avoided paying a
ransom when hit by ransomware in 2022

resilience

less incurred financial loss for
Resilience Risk Solution clients relative
to our total insurance base in 2022

Major Agricultural Companies Top International Retailers

I* Why Resilience?

Coverage purpose-built for
enterprise complexity

Cybersecurity experts with experience from the
highest tiers of the international governments

In-house incident response, threat intel,
and risk modeling teams

I* Capacity & Appetite

® Proudly backed by market leading global Property &
Casualty carriers with A+ paper

* $10 million in limits available per risk with coverage
available across industries on a primary or excess basis

® Broad market appetite for both primary and excess
opportunities with revenue from $75 million to $7.5
billion in Canada

CyberResilience.com

Leading Energy Companies

Major Insurance Providers

Industry-first risk quantification models to
deliver true ROIl-prioritization of controls

Cutting-edge tech to bridge the gap between
Risk Managers, CISOs, and CFOs

Long-term relationships in a short-term
transactional world

SCHEDULE YOUR DEMO

Learn more about the Resilience Solution
and how it can help you assess, measure,
and manage your cyber risk by emailing.

° ReachUs@CyberResilience.com

Certain conditions and limitations may apply. The purchase of insurance coverage is in no way tied to the purchase of security services. The insurance services are offered by Resilience Cyber Insurance Solutions Agency Canada Ltd. and are underwritten by Intact
Insurance Company, with security services offered through its expert security team. Resilience security services will be governed and subject to the applicable executed master services agreement and any statements of work. Security services will be provided by

Resilience Cyber Risk Canada Limited, 1 University Avenue, Toronto, ON M5J 2P1.



